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Document summary

Securing Active Directory protects user accounts, company systems, software
applications, and other critical components of an organization's IT infrastructure from

unauthorized access.

ADAudit Plus is a real-time change auditing and user behavior analytics solution that

helps secure Active Directory.

With ADAudit Plus you can audit all three major contexts of Active Directory, namely-

> Domain Naming Context, which comprises of users, computers, groups,
OUs, and other objects,

© Schema Context, which comprises of all schema objects,

© Configuration Context, which comprises of sites, subnets, AD DNS,
and other objects.

ADAudit Plus allows you to audit the following domain controller OS versions.
> Windows Server 2008/2008 R2
© Windows Server 2012/2012 R2
© Windows Server 2016
> Windows Server 2019
© Windows Server 2022

This guide takes you through the process of setting-up ADAudit Plus and your

Active Directory environment for real-time auditing.
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1. Configuring Active Directory domains
and domain controllers in ADAudit Plus

11 Automatic configuration

Post installation, ADAudit Plus automatically discovers the local domain and the domain

controllers running in it.

Log in to the ADAudit Plus web console — Domain Settings — Select the necessary

domain controllers by clicking on the respective check boxes.
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1.2 Manual configuration

To add a domain: Log in to the ADAudit Plus web console — Domain Settings — Add Domain

— Enter the necessary details.

ADAudit Plus )

Add Domain Details 4 Ak Wankgrnup Sarer
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| 2. Configuring audit policies

Audit policies must be configured to ensure that events are logged whenever any activity occurs.

21 Automatic configuration

ADAudit Plus can automatically configure the required audit policies for Active Directory auditing.
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Note: If you do not want to provide Domain Admin credentials, you can set-up
a service account having only the least privileges required to configure audit policies

automatically, following these steps.

ADAudit Plus )

Reports File Audit Server Audit Alerts Configuration Admin Support Q Search . || {3 Domain Settings

Configured Domain(s) + Add Domain
adapws « adauditplus.com ) -
Available Domain Controllers » Authentlcatlon: Error - The user/system has no admin privilege Audlt Policy :Configure
< (70 - B R 1-10f1 25+ Y Filter
ACTIONS DOMAIN CONTROLLER NAME ~ EVENT FETCH INTERVAL TIMESTAMP OF LAST EVENT LAST EVENT READ TIME STATUS
@ o adap-ws - Nov 09,2018 01:16:22 PM Now 09,2018 01:01:45 PM

1-1of1  25a

+ Add Domain Controller

2.2 Manual configuration

2.2.1 Configuring advanced audit policies

Advanced audit policies help administrators exercise granular control over which activities get
recorded in the logs, helping cut down on event noise. It is recommended that advanced audit

policies are configured on domain controllers running on Windows Server 2008 and above.

i Login to any computer that has the Group Policy Management Console (GPMC), with Domain
Admin credentials — Open GPMC — Right click on Default Domain Controllers

Policy — Edit.

ii In the Group Policy Management Editor — Computer Configuration — Policies —
Windows Settings — Security Settings — Advanced Audit Policy Configuration —

Audit Policy, Double-click on the relevant policy setting.

iii Navigate to the right pane — Right-click on the relevant Subcategory, and then click

Properties — Select Success, Failure, or both; as directed in the table below.
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Account Logon © Audit Kerberos ~ Success and Failure

Authentication Service

Account Management o Audit Computer Account ~ Success
Management
© Audit Distribution Group
Management

© Audit Security Group

Management
© Audit User Account ~ Success and Failure
Management
Detailed Tracking © Audit Process Creation ~ Success

© Audit Process Termination

DS Access © Audit Directory Services ~ Success
Changes

© Audit Directory Service Access

Logon /Logoff © Audit Logon ~ Success and Failure

© Audit Network Policy Server

© Audit Other Logon/Logoff ~ Success
Events

© Audit Logoff

Object Access © Audit Other Object ~ Success

Access Events

Policy Change © Audit Authentication ~ Success
Policy Change
© Audit Authorization Policy

Change

System © Audit Security State Change ~ Success
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Group Policy Management Editor
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4 [ LOMpUTer LONTIgUration

Audit Events
18] Audit Credential Validation Mot Configured

15 Audit Kerberos Authentication Service Success and Failure
v a Software Settings 18] Audit Kerberos Service Ticket Operations Success and Failure
4[] Windows Settings 18] Audit Other Account Logon Events Not Configured

a [] Policies

b (] Name Resolution Policy N — . ;
2 Seripts (Startup/Shutdown) Audit Kerberos Authentication Service Properties
|» o= Deployed Printers —'—|
4 B Security Settings Poliy | Bxpain
b 55 Account Policies
5 3 Local Policies j Audit Kerberos Athentication Service
b 3| Eventlog .
p |4 Restricted Groups
[ (4 System Services
b [a Registry Configure the following audit events
b 4 File System Success
I» fof Wired Network (IEEE 802.3) Policies
b [ Windows Firewall with Advanced Security = Failure
| Network List Manager Policies
Saf Wireless Network (IEEE 802.11) Policies

3
b [ Public Key Palicies
I || Software Restriction Policies
[» [ ] Network Access Protection
I [ Application Control Policies
r . 1P Security Palicies nn Active Directory (ADAP.INTE|
A Advanced Audit Policy Configuration
4 1% Audit Policies
[F Account Legen
I S5 Account Management
1 55 Detailed Tracking
b 5 DS Access
b 8 Logon/Logoft
1 G5 Object Access
b G Policy Change
b O Privilege Use Apply
b G5 System
I -5 Global Object Access Auditing
b gl Polcy-based Lios
I [ | Administrative Templates: Policy definitions (ADMX files) r
>

Image showing: Account Logon category — Audit Kerberos Authentication Service subcategory

— Both Success and Failure configured.

Note: To enable auditing of NTLM events, log in to ADAudit Plus’ web console — Click on the

Support tab > Under Support Info, click on More > Under Configuration, click on Enable/Disable

Configuration settings > Enable NTLM Auditing.

2.2.2 Enforcing advanced audit policies

When using advanced audit policies, ensure that they are forced over legacy audit policies.

Log in to any computer that has the Group Policy Management Console (GPMC),

with Domain Admin credentials — Open GPMC — Right click on Default Domain

Controllers Policy — Edit.

In the Group Policy Management Editor — Computer Configuration — Policies

—  Windows Settings — Security Settings — Local Policies — Security Options.

Navigate to the right pane — Right-click on Audit: Force audit policy subcategory

settings — Properties — Enable.
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2.2.3 Configuring legacy audit policies

The option to configure advanced audit policies is not available in Windows Server 2003 and below.

Therefore for these systems, you need to configure the legacy audit policies.

Log in to any computer that has the Group Policy Management Console (GPMC),

with Domain Admin credentials — Open GPMC — Right click on Default Domain

Controllers Policy — Edit.

In the Group Policy Management Editor — Computer Configuration — Policies —

Windows Settings — Security Settings — Local Policies — Double click on Audit Policy.

Navigate to the right pane — Right-click on the relevant policy, and then click Properties

— Select Success, Failure, or both; as directed in the table below-

(6]

(9]

Account Logon

Audit Logon / Logoff
Account Management
Directory Service Access
Process Tracking

Object Access

System Events

~ Success and Failure
~ Success and Failure
Success
Success
Success

Success

AN NN NN

Success
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&
File Action View Help

= nE XE =

Group Policy Management Editor

5[ Default Domain Contrellers Pelicy  ADAP-DC3.ADAP.INTERNA ~
4 [ _ompurter LonTiguration
4[] Policies
b [ Software Settings
4[] Windows Settings
b [ Name Resolution Palicy
&) Seripts (Startup/Shutdown)
> = Deployed Printers
4 F Security Settings
I 55 Account Policies
4 4 Local Policies
S Audit Policy
I 5 User Kights Assignment
b ] Security Options
I 4| Eventlog
b [ 4 Restricted Groups
I (4 System Services
b [ Registry
I (4 File System
b 2 Wired Network (IEEE 802.3) Policies
I [ Windows Firewall with Advanced Security
| Network List Manager Policies
b Zaf Wireless Network ([EEE 802.11) Policies
I [ ] Public Key Policies
b [ Software Restriction Policies
I» [ ] Metwork Access Protection
b [ Application Control Policies -
< m >

[narie

[ Audit account legon events

1] Audit account management

1:] Audit directory service access
1] Audit logon events

1] Audit object access

L] Audit policy change

L] Audit privilege use

L] Audit process tracking

L) Audit system events

object related activity occurs.

3.1 Automatic configuration

Audit account logon events Properties

Securtty Policy Setting | Explain

Policy Setting
Success, Failure
Success, Failure
Success
Success, Failure
Success
Success

Mot Defined
Success
Success

-

Audit account logon events
¢

Define these policy settings

Audit these attempts
Success
Failure

needs to be configured for getting proper reports: Configure.

Apply

| 3. Configuring object level auditing

Setting up object level auditing ensures that events are logged whenever any Active Directory

ADAudit Plus can automatically configure the required object level auditing.

Image showing: Audit account logon events category — Both Success and Failure configured.

Note: Automatic object level auditing configuration is not done without the users consent.

To initiate the configuration of object level auditing automatically, log in to the ADAudit Plus

web console — Reports — GPO Management — GPO History — Object level auditing
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ADAudit Plus ) I Reports | File Audit Server Audit Configuration Admin Support Q, Search... {3} Domain Sextings

ogon Audit - AD Changes « anges - ompliance « F 7 Analytics [ Custom Reports * e Repof
& LogonAud AD Chang GPO Chang: Compl B Analyti RC Rep G Aggregate Report
I} LY GPO History Domain  adaauditplus com v

Active Directory Azure AD Fram@e iR an| 8001 FEn 9 LBEL
User Logon Reparts » -

ject level auditing needs to be configured for getting proper reports. Configure x

8 0bj | auditing need figured for getting proper ref Config
Local Logon-Logoff »
ADFS Auditing 4 Period B Last 30 Days Hours  All w SelectObjects  All
Account Management 3 [2 Exportas oy Addto [y More
User Management 3
GPO History

Group Management 3
Computer Management 3
OU Management »
GPO Management = No Data Available

Click here to troubleshoot
Recently Created GPOs

Recently Deleted GPOs
Recently Modified GPOs.
GPO Link changes

Racantht i Indsiafad D0

GPQO History E

3.2 Manual configuration
3.21 Configuring auditing for OU, GPO, user, group, computer, and contact objects
i Login to any computer that has the Active Directory Users and Computers, with Domain Admin
credentials — Open ADUC.
Click on View and ensure that Advanced Features is enabled. This will display the advanced

security settings for selected objects in Active Directory Users and Computers.
ii Right click on domain — Properties — Security — Advanced — Auditing — Add.

iii In the Auditing Entry window — Select a principal: Everyone — Type: Success — Select

the appropriate permissions, as directed in the table below.

Note: Use Clear all to remove all permissions and properties before selecting the

appropriate permissions.
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Auditing Auditing Access Apply onto

Entry Entry for
number . .
Windows Windows Server
Server 2003 2008 and above
162 Oou © Create Organizational This object and This object and all
Unit objects all child objects descendant objects
> Delete Organizational
Unit objects
© Write All Properties Organizational Descendant
© Delete Modify Unit objects Organizational Unit
Permissions objects
364 GPO © Create groupPolicy This object and This object and all
Container Objects all child objects descendant objects
© Delete groupPolicy
Container Objects
> Write All Properties groupPolicy Descendant groupPolicy
) Delete Container objects = Container objects
’ Modify Permissions
5866 User © Create User Objects This object and This object and all
> Delete User Objects all child objects descendant objects
> Write All Properties User objects Descendant User objects
© Delete
» Modify Permissions
> All Extended Rights
768 Group © Create Group Objects This object and This object and all
' Delete Group Objects all child objects descendant objects
© Write All Properties Group objects Descendant Group objects

o Delete
' Modify Permissions

> All Extended Rights
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9810 Computer © Create Computer This object and This object and all

Objects all child objects descendant objects

© Delete Computer

Objects
© Write All Properties Computer Descendant Computer
© Delete objects objects

© Modify Permissions

© All Extended Rights

11612 Contact © Create Contact This object and This object and all

Objects all child objects descendant objects

© Delete Contact

Objects
© Write All Properties Contact objects Descendant Contact
© Delete objects

© Modify Permissions

| Active Directory Users and Computers. l-.—.L..L..' B ’S.J
File action View Help
o fm 0/ XD S @Bm SuNTES

| I3 Activs Directory Users.and Computers [A0AR-DC Sadey || Name " = = AT
b L daved ueies B8 hccen Advanced Security Settings for adap [=]al x_
4§ adepimemalcom 8k A count|
adspincemalcom Properties |21 % || umer Adinistitart (ADAPYMiminigtraters) Change
| Ganenl [ Marwped By [ Do Secasty gt Baktor | | Pemizsions | Audting | Effective Access
GO 1 T e Vi— . 5 o w
= - n - m Ir an
B CREATOR OWNER Principak  Everyone  ielect a principal ks
36 ;
B, shertcsind s Tipe |Suzcem |
B orsTem T —_—
| & swane Egdes imtergicom) ¥ | Appliesto: |Thi obpeet and all descendant obgects ¥| s
[Cron] Cromow |
Femmsncrs ios Eummann How  Dery
Ful coniml =] O =
fis B o [ Deete MASAAL) Qe g3 cbjects
Vite | O [ Create msPKI-Key- Roc pwery-Agent abjects
Create nll chid byocts O | [T Debete maPil-Kiy-Recivery-Agent objecti
Fotele il it ot O o4 [ Create meSFURMailANmces objecis
Fer spocal pammigsions oracdarced seltirgn. ok | e [ Desete maSFUIOMBiLAliases objects
Telaes. [ () Cramte s SEUZCR Rt objects
LS8 Skl SR GOt B CamE [) Detete rroisF U0Netd cects
] Creste meSFURINebwarkUicer chjects
[ox [ comm | ) Delece masPUNieemorker cjects
r e o aevrer] [ Create s TP Infeemation Db ectsC ontainer okpects
: il P‘: A B Termindl [T] Distete rrai TAMA-Ind sirmatasnlbpeeted ditamer sbjecti
2 peli ~ 1
» 7 Program Daty EATE [ Create nihla objests
b D QA dontdelete ﬁ"‘)'r"i- i [} Delere nishap cbjects
b &) Ram Hvonded [} Craate nishletgroup objects
& () Remcte grteway [] Delete Cammputes sbjects: [ Dieete sishletgeoup bjocts
e ::"’h [ Creste Contact bjecas [0 Crasne nsObiect objects
b+ 3 Sarach tes - A S
b 1B St U N ] Delete Comact ctjects [ Diekete nisOBject ebjects
b I SWE ] Create friendiyC suniry objects [ Create emellpe ebjects:
b O Syrtem 7] Delete FrendiyCountry abects ) Delete encRoc abects
ol testd wl [ Create Group cbjects [ Creste Crgmizmtional Unit objects.
Al " 3 L] Dalit Geoup-objects i Dietete Qrganizational Unit objects
| o (o

Image displaying: Auditing Entry number 1.

Note: All 12 Auditing Entries must be enabled.
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3.2.2 To audit container objects

i Loginto any computer that has the Active Directory Service Interfaces snap-in —

Open the ADSI Edit console — Right click on ADSI Edit — Connect to.

ii Inthe Connection Settings window — Under Select a Well-Known Naming Context —

Select '‘Default Naming Context'.

iii Navigate to the left panel — Click on Default naming context — Right click on domains

distinguished name — Select properties — Security — Advanced — Auditing — Add.

iv In the Auditing Entry window — Select a principal: Everyone — Type: Success — Select the

appropriate permissions, as directed in the table below.

Note: Use Clear all to remove all permissions and properties before selecting the

appropriate permissions.

Auditing Access Apply onto
Entry
Windows Windows Server
Server 2003 2008 and above
Container © Write All Properties Container objects = Descendant Container
© Delete objects
© Modify Permissions
= ADS! Edit Auditing Entry for adap =lo] %
By Action Vies  Help
e e SE i e ey
I e = = 3 = =
R Py o e [, e — I
DCxadep, Dxistemal Dn com Aette faor | Fecusty Appli b | Descendiet Cenminer objects
PR i A e -
a [ Sehems [AD4P-DCLadupimernal com] Advanced Seount
] mllﬂl?-xj.m:mmlxml Prirssdesm.
i Defout sarreng cornest |ADAP-DC Laduprsteinalcam] [T Adwaristraton (ADAP Admeitrstin) Charge T Fullcomired Covme miD-GrpMBragediar R okject
i Defiuit marreng corest LA0AP-DC T adapamernal.cam] & JList coraents ] Dottt il GroupblimagedSanvicebcoeunt shigets
Femanens | dodtng | Eisctier dcves Nah it posoei [ Eopate el Ty Cractartinl csjachs
Fot s itnal informatien, douklechek in et eatry. Te sodily by ke o propasiea [ sl ol gyt
g . W Desee 1 Crume muls-MunagedSensteioceunt styeets
i Deinte el Maragestianacaicoont st
Tree Bty Acel Fiead permiatseen Cotate S FrnimerdSenngilontames cbpects
S rwye 7 Mscity parmistion ] Ot sl Bapmeoretbatingetisntsings chiects
B Succen Everyene
B fucoes Toaryena P i - || Creme milS-Faseuniebrapaties hycts
B, Suecen Eerpeme specd b idatyd sstys Dwiete mclri- Rescurrabroparts sbjacts
8 fucoen Ryt Spact Creone ol hidd cbjects ] Coemte mulS-RassutePropermList pijocss
8, sutces Exeryene Spa Debene b s cject Datety el Resourcabrspartylist cbjacts
B, Succen Fearyone Spac Creste asceust shpets Create S ShadeafrinapaiCentane: chects
B Success Everytne Speci ] Debete wccoent obpecty | Dt et ShagowBrncp sk crtmne oijecti
B Suceess Everyene Spect | Croste ot ooy chpnch Covme Vbl e chpecty
B ducoms Eewryone ey Delete 0CSPebey sbiaets | Deete maD5 VakieType cbiects
"""" mi— i T] Crate #CSuscuscelimits obpects Covatn miachC oefigurisnCortene cisct
| Debete #CSRiptorurtalimits shpcts [ Dot sesErchCenfquratienContainer sbjsets
- oo Crasty o Submat sbincts Eont mebpesb11-Prolicy chiects
Debete o S5ubne objecty [ Dtete o021 | -Pelicy objects
et [ g PP skt

Craste adceensTemplate otjects
Debite acdress Template shptets
Chiats agpheimoalhsty sbjeti
| Dubeen appicatisnbatty ctyects
Cirate anolestosiisttien nbiert.

Eonte ik s-Pro ot chpects
[ Delete srstihi-Privfostey sbjects

| Coite ik Page SartrC g tisn clyect
[l it e ProSarearCorfiqueation sbyects
1€ nate MM Fratpasriias phabets.
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3.2.3 Configuring auditing for password setting objects

Log in to any computer that has the Active Directory Service Interfaces snap-in — Open the

ADSI Edit console — Right click on ADSI Edit

Connect to.

In the Connection Settings window — Under Select a Well-Known Naming Context — Select

‘Default Naming Context'.

Navigate to the left panel — Click on Default naming context — Expand the domain —

Expand the System container — Right click on the Password Settings Container — Properties

— Security — Advanced — Auditing — Add.

Windows Server
2008 and above

This object and all

descendant objects

Descendant msDS-

PasswordSettings objects

iv In the Auditing Entry window — Select a principal: Everyone — Type: Success — Select the
appropriate permissions, as directed in the table below.
Note: Use Clear all to remove all permissions and properties before selecting the
appropriate permissions.
Auditing Auditing Access Apply onto
Entry Entry for
number .
Windows
Server 2003
162 Password > Create msDS-Password Not Applicable
Settings Settings objects
Container © Delete msDS-Password
Setting objects
> Write All Propertie Not Applicable
> Delete
> Modify Permissions
12
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Image showing: Auditing Entry number 1.

3.2.4 Configuring auditing for configuration objects

.

for Password Setiings Container:

[C] Madsty prmnissacns

(] Modify cumer

[ Al bt woritios

] Creste all chald cbpects

[ Debebe ol child obiects

o Create maliGeP ssewordSettings objects
] Dictete nal)S- PassmesdSettings cbyects

] Write maDS-McType
[ 1 Fead muD3-Hanhbembeell
7] Write - ManMeniberdl
7] Reod ms03-ObjeciRefenenceBl
(] Wrive meDs-ObbjectRiferenc il
[]Rawd 05 Obipanian

(] Wribe muslS-OjectSon

]
{

i Loginto any computer that has the Active Directory Service Interfaces snap-in — Open the

ADSI Edit console — Right click on ADSI Edit — Connect to.

ii Inthe Connection Settings window — Under Select a Well-Known Naming Context — Select

Configuration.

iii Navigate to the left panel — Click on Configuration — Right click on Configuration naming

context — Select properties — Security — Advanced — Auditing — Add.

iv In the Auditing Entry window — Select a principal: Everyone — Type: Success — Select

the appropriate permissions, as directed in the table below.

Note: Use Clear all to remove all permissions and properties before selecting the

appropriate permissions.
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Auditing
Entry for

Configur

Access

Create All Child objects

Apply onto

Windows
Server 2003

This object and

Windows Server
2008 and above

This object and all

ation ) . . : i
© Write All Properties all child objects
© Delete All child objects
©o Delete
© Modify Permissions
© All Extended Rights
=z ADSI Edit
File Action View Help
Y EEE
z ’{DS‘ Edit CN=Cenfiguration,DC=adap,DC=internal, DC=c... ? £
“ ﬂh DEf;ur‘izzr:r:"ng;j:fi[;:\:j:?ﬂf‘adapmmm“mm] e = ration [ADAP-DC3.adap.internal.com]
4 Configuration [ADAP-DC3.adap.internal.com]

L G

| CN=Confiquration,DC=adsp,DC=intemnal DC=com
Schema |ADAP-DC3.adap.internal.com]
RootDSE [ADAP-DC3.adap.internal.com]
Default naming context [ADAP-DC3.adap.internal.com]
Default naming context [ADAP-DC3.adap.internal.com]
Default naming contest [ADAP-DC3.adap.internal.com]

| Advanced Security Settings for Configuration

Cenfiguration [ADAP-DC3 adap.internal.com]

Owner Enterprise Admins (ADAP\Enterprise Admins) Change
| Permissions Auditing | Effective Access |
Permissions:
[ Full control
[] List contents

[ Read all properties

Write all properties

[ Delete

[] Delete subtree

[ Read permissions

[¥] Modify permissions
[] Modify owner
[JAllvalidated writes

Il extended rights
Create all child objects
Delete all child objects

Create addressBookContainer objects

Delete addressBookContainer objects
Create Container objects

Delete Container objects

Create groupPolicyContainer objects
Delete groupPolicyCentainer objects
Create lostAndFound objects

Delete lostAndFound objects

Create msD5-QuotaContainer objects

Auditing Entry for Configuration

Delete msDS-QuotaContainer objects

Create msimaging-PSPs objects
Delete mslmaging-PSPs objects
Create physicalLacation objects
Delete physicalLocation objects
Create RPC Services objects
Delete RPC Services objects
Create Sites Container objects
Delete Sites Containcr objects
Manage replication topology

Monitor active directory replication

Reanimate tombstones
Replicating Directory Changes
Replicating Directory Changes All

Replication synchronization

Create msDS-ShadowPrincipalContainer abjects
Delete msDS-ShadewPrincipalContainer objects
Create msExchConfigurationContainer objects

Delete msExchCenfigurationContainer objects

Read only replication secret synchronization

Replicating Directory Changes In Filtered Set
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3.2.5 Configuring auditing for schema objects
i Log into any computer that has the Active Directory Service Interfaces snap-in — Open the

ADSI Edit console — Right click on ADSI Edit — Connect to.

ii In the Connection Settings window — Under Select a Well-Known Naming Context —

Select Schema

iii Navigate to the left panel — Click on Schema — Right click on Schema naming context

— Select properties — Security — Advanced — Auditing — Add.

iv In the Auditing Entry window — Select a principal: Everyone — OK — Type: Success —

Select the appropriate permissions, as directed in the table below.

Note: Use Clear all to remove all permissions and properties before selecting the

appropriate permissions.

Auditing Access Apply onto
Entry for
Windows Windows Server
Server 2003 2008 and above
Schema © Create All Child objects This object and This object and all
> Write All Properties all child objects descendant objects

© Delete All child objects
© Delete
© Modify Permissions

© All Extended Rights
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z ADSI Edit
File Action View Help

CEIEIEEES

' ADSI Edit

5 Defautt naming context [ADAR-DC3.adap.intemal.com]
» & Confiauration [ADAP-DC3.adap.intemal.com) I
4 g Schema [ADAP-DC3.adap.intemal.com]

“| CM=Schema,CN=Confiquration,DC=adap,DC=internal,D|

1 RootDSE [ADAP-DC3.adap.intemal.com]

| Defautt naming context [ADAP-DC3.adap.internal.com]

5 Defautt naming context [ADAR-DC3,adap.intemal.com]

[ Pemissions | auditing | Effective Access |

” CN=Schema,CN=Configuration,DC=adap,DC=i... IL‘L‘ |

Advanced Security Settings for Schema

Owner: Schema Admins (ADAP\Schema Admins) Change

| Default naming context [ADAP-DC3.adap.internal.com]
| Configuration [ADAP-DC3.zdap.intemal.com] n
| Schema [ADAP-DC3.adap.internal.com]

Type |Success V|
Applies to: | This object and all descendant objects V|
Permissions:

[] Full control

[ List contents

[JRead all properties

\Write all properties

Delete

[] Delete subtree

[[] Read permissions

Modify permissions

[] Modify owner

[J All validated writes

All extended rights

Create all child chjects

Delete all child objects

Create attributeSchema objects
Delete attributeSchema objects

Properties:
[] Read all properties

[Cl\irite sl nronertier

3.2.6 Configuring auditing for DNS objects

Auditing Entry for Schema

Create classSchema objects

[ Delete classSchema objects

[#] Create lostAndFound objects

Delete lostAndFound objects

[¥] Change schema master

[ Manage replication topology

[¥] Menitor active directory replication

Rezd only replication secret synchronization
[#] Reanimate tombstones

[ Replicating Directary Changes.

[ Replicating Directory Changes Al

[ Replicating Directery Changes In Filtered Set
[v] Replicatien synchronization

[¥] Update schema cache

[] Read msDS-ObjectReferenceBl

[IMirite meNS-OhiartRefarancaBl

v

i Login to any computer that has the Active Directory Service Interfaces snap-in — Open Run

Type adsiedit.msc — OK — Right click on ADSI Edit — Connect to.

ii In the Connection Settings window — Under Select or type a Distinguished Name or

Naming Context.

© Type DC=adap, DC=internal,DC=com as the Distinguished Name. (This partition is

generally loaded in Adsiedit by default)

© Type DC=DomainDNSZones,DC=adap,DC=internal,DC=com as the Distinguished Name.

© Type DC=ForestDNSZones,DC=adap,DC=internal, DC=com as the Distinguished Name.
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MName: | Default naming context

Path: | LDAP:HhDAP—DCS.adap.internal.com!DC=DomainDNSZones,DC=|

Connection Point
(®) select or type a Distinguished Name or Naming Context:

DomainDN.

52

(O select a well known Naming Context:

| Default naming context

Computer

() Select or type a domain or server: (Server | Domain [:port])

(®) Default (Domain or server that you logged in to)
[ use 551 -based Encryption

2 ADSI Edit

File Action View Help

a9 27 XE G HE

2 ADSI Edit
v 5 Default naming context [f
~ __ DC=domaindnszones,
|| CN=LostAndFounc
» ] CN=MicrosoftDNS
| CN=NTDS Quotas
v 3 Default naming context [fi
~v ] DC=forestdnszones,dc
] CN=LostAndFounc
» [ CN=MicrosoftDNS
-] CN=NTDS Quotas
v 5 Default naming context [fi
w | DC=fileauditplus,dc=c
| OU=AAutomationc
OU=AcidOU
QOU=AgentTest
OU=AgentTestOU
OU=Azure
CN=Builtin
CN=Computers
QU=Domain Contr
CN=ForeignSecurit
CN=Keys
CN=LostAndFounc
CN=Managed Serv
CN=NTDS Quotas
CN=Program Data

IEREERDEEREEREERE R

< >

~

v

Name

[ ] CN=AdminSDHolder

"] CN=ComPartitions

[] CN=ComPartitionSets

"1 CN=Default Domain Policy
[ CN= Dfs-Configuration

"] CN=DFSR-GlobalSettings
[ICN= DomainUpdates

"] CN=File Replication Service
"] CN=FileLinks

"1 CN=IP Security

[ZI CN= Meetings

B CN=MicrosoftDNS

"] CN=Password Settings Con...
[] CN=Policies

[] CN=PSPs

7] CN=RAS and IAS Servers Ac...
[] CN=RpcServices

"] CN=WinsockServices

[ CN=WMIPolicy

{£] CN=BCKUPKEY_87f03459-a...
5] CN=BCKUPKEY_b10e16a5-8...
-] CN=BCKUPKEY P Secret

-] CN=BCKUPKEY_PREFERRED...

=] CN=RID Manager$

1 ON-Senver
<

Class

container
container
container
domainPolicy
dfsConfigura...
msDFSR-Glo...
container
nTFRSSettings
fileLinkTracki...
container
container
container
msDS-Passw...
container
msimaging-...
container
rpcContainer
container
container
secret

secret

secret

secret
riDManager

camSenser

Distinguished Name  *

CN=AdminSDHolder,(
CN=ComPartitions,Ch
CN=ComPartitionSets,
CN=Default Domain P
CN=Dfs-Configuratior
CN=DFSR-GlobalSettir
CN=DomainUpdates,(
CN=File Replication S¢
CN=FileLinks, CN="Syst
CN=IP Security, CN=Sy
CN=Meetings, CN=Sys
CN=MicrosoftDNS,CN
CN=Password Settings
CN=Policies, CN=Syste
CN=PSPs,CN=System,
CN=RAS and |AS Serve
CN=RpcServices,CN=¢
CN=WinsockServices,(
CN=WMIPaolicy,CN=5:
CN=BCKUPKEY_87f03«
CN=BCKUPKEY_b10e1
CN=BCKUPKEY_P Secr
CN=BCKUPKEY_PREFE

CN=RID Manager$,CN

N-Server CN-Susten
>

Navigate to the left panel — Click on Default naming context — Right click on

MicrosoftDNS — Select properties — Security — Advanced — Auditing — Add.

In the Auditing Entry window — Select a principal — Everyone — OK — Type:

Success — Select the appropriate permissions, as directed in the table below.
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L Dnaicmns (FILEALTT
88 Doman Admns FILE
B Erterpeine Admirs (71l

Audrting entries:

Type  Princigal

Auditing Entry for MicrosoRRONS.

[JCreate Container objects
["] Delete Container cbjects

Airtute Edtor Secuty Owner: SYSTEM [ Create controlAccessRight bjects
Groug or user names [ Delete controlAccessRight objects
LCREATOROWNER| | Dermissions Axciiing [] Create cRLDistsibutionPoint objects
82 se1f
E :\E'-STEH For sckiilionat inforsation daubi [[] Delete chiDistrbutionPoint cbjects

[7] Create device cbjects
[ Dulete device abjects
] Create dfsConfiguration objects

B Succ.. Everyone [ Delste disConfiguration chjects
BL Suce.. Everyone []€reate dHCPCIass objects
Permissons for CREATOR. | AR Succ.. Everyone [ Delete dHCPCLass chiects
Full cortrol 55 ;‘“ - :"'"*“"‘ [] Create displaySpecifier cbjects
Foad sl [ Delete displaySpecifies objects
Weta BL Succ Everyone
aanEac [ Creste displayTemplate cbjects
. obyects
Deiete all chid ckyacts [] Delete displayTemplate cbjects
] Create dneZone objects
F-ngqd & [ Delete dnsZone cbjects
—_— [[] Creste document cbjects
Ca ]
— [[] Delete document obpects
Dicabie kiharkaace [ Creste documentSenes objects

[[] Delete documentSeries abjects
[JCreste Domain Palicy cbjects
[C]Delete Domain Policy cbjects
1 Crente 454 nhiects

[ Delete misPKI-Key-Recovery-Agent ohjects

[[] Creste msPK)-PrivatekieyRecoveryfgent objects
[] Delete rmuPKI-PrivateKeyRecoveryAgent objects
[] Create mePrint-ConnectionPolicy objects

[C] Delete maPrint-ConnectionPolicy objects

[0 Create msSFU30omaninfo objects

[7] Delete meSFUSIDomainina objects

] Create msSFUIOMaitAliases cbyects

[ Delete maSFUSOMaAlazes objects

[ Create msSFU3INCtd objects

] Delete ruSFU30Netid cbyects

[] Creste msSFUIMNetworkUser objects

[ Delete msSFU30NetworkUser cbjects

[ Create msSFU3BNISMapCenfig objects

[ Delete meSFUIDNISMapConfig objects

[] Create ms5PP- ActivationObjectsContainer cbpects
] Delete muSPP- ActrationObjectsContamer objects
[[] Creste mS-SQL-OLAPServes cbjects

[ Delete ms-SQL-OLAPServer objects

[ Create mS-5QL-SQ1 Server cbyects

[C] Delete mS-SQL-S01 Server abjects

[ Create msWhii-MergeatleP olicy Template objects
[ Delete maWiMI-MergeablePolicy Template objects
[] Create msWhAI-ObjectEnc oding cbjects

1 Delete. mstiMl-DbiectEncndinn ohiects

==

Note: Use Clear all to clear all permissions and properties before selecting

appropriate permissions.

Auditing
Entry
number

Auditing
Entry for

Access

Apply onto

1862 DNS

Zones

Create DNS Zones
objects
Delete DNS Zones

objects

Write All Properties
Delete

Modify Permissions

354

Permissions

DNS
Nodes

Create DNS Nodes
objects
Delete DNS Nodes

objects

Write All Properties
Delete

Modify Permissions

Note: All Auditing Entries must be completed.

Windows
Server 2003

This object and
all child objects

DNS Zone objects

This object and
all child objects

DNS Node

objects

Windows Server
2008 and above

This object and all

descendant objects

Descendant DNS

Zone objects

Descendant DNS Zone

objects

Descendant DNS

Node objects
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Note: Repeat steps iii. and iv. for the remaining 2 default naming contexts.

2 ADSI Edit
File Action View Help

e 2EXE Q= HE

2 ADSI Edit A || Name Class Distinguished Name ™ i
v il Defaukt naming context i l|| 15 - AgminSDHolder container CN=AdminSDHolder( ||
v PF:domamdnszones,: | CN=ComPartitions container CN=ComPartitions,Ch
. j E::mi::::gﬁ: ;i CN=ComPartitionSets container CN=ComPartitionSets,
| CN=NTDS Quotas j CN=Default Domain Policy  domainPolicy CN=Default Domain P L
= i o ———m—y | ;i CN=Dfs-Configuration dfsConfigura.. CN=Dfs-Configuratior
v [ IDC=forestdneznnes, iic .| CN=DFSR-GlobalSettings msDFSR-Glo... CN=DFSR-GlobalSettir
-] CN=LostAndFounc [P=] CN=DomainUpdates container CN=DomainUpdates,(
3 ] CN=MicrosoftDNS | CN=File Replication Service = nTFRSSettings CN=File Replication 5S¢
| 7| CN=NTDS Quotas .| CN=FileLinks fileLinkTracki... CN=FileLinks, CN=5yst
v 5 Default naming context [fi I CN=IP Security container CN=IP Security, CN=5y
v || DC= adauditplus.c c=c 1 CN=Meetings container CN=Meetings, CN=Sys
7 OU=AAutomationc 8 CN=MicrosoftDNS container CN=MlicrosoftDNS,CN
[7] OU=AcidOU | CN=Password Settings Con... msDS-Passw... CN=Password Settings
[] OU=AgentTest ] CN=Policies container CN=Policies, CN=Syste
[l OU=AgentTestOU [ CN=PSPs mslmaging-.. CN=PSPs,CN=5ystem,
(& OU=Azure "] CN=RAS and IAS Servers Ac... container CN=RAS and IAS Serve
:] CN=Builtin [] CN=RpcServices rpcContainer  CN=RpcServices,CN=¢
j_ §E=g°mp}ngs . | CN=WinsockServices container CN=WinsockServices,
i Mu=oman Lomr | 5] cN=WMIPolicy container CN=WMIPolicy,CN=5,
j E:i?’e'gnsec"m ] CN=BCKUPKEY_87f03459-a... secret CN=BCKUPKEY_8703:
= CN:LftAndFounc 5] CN=BCKUPKEY_b10e16a5-8... secret CN=BCKUPKEY_b10e1
B CN=Managed Serv ] CN=BCKUPKEY_P Secret secret CN=BCKUPKEY_P Sect
% CN=NTDS Quotas {£] CN=BCKUPKEY_PREFERRED... secret CN=BCKUPKEY_PREFE
] CN=Program Data -] CN=RID Manager$ rIDManager CN=RID Manager$,CN
eI || ] = [ TS camSenser N=Censer Ch=Sucten ¥
< > < >

www.adauditplus.com


https://www.manageengine.com/products/active-directory-audit/?source=adauditingguide

| 4. Configuring event log settings

Setting a threshold value for the event log size helps prevent the loss of audit data. If you've not

specified the event log size in your system, older events will be overwritten.

i Login to any computer that has the Group Policy Management Console (GPMCQC),
with Domain Admin credentials — Open GPMC — Right click on Default Domain Controllers

Policy — Edit.

ii In the Group Policy Management Editor — Computer Configuration — Policies — Windows

Settings — Security Settings — Event Log.

iii Navigate to the right pane — Right click on Retention method for security log — Properties

— Overwrite events as needed.

iv. Navigate to the right pane — Right click on Maximum security log size — Define size as

directed in the table below.

Note: Ensure security event log holds minimum of 12hrs of data.

Domain Controller Windows Server 2003 512 MB

Domain Controller Windows Server 2008 and above 1024 MB

i Group Policy Management
& Fle ketion Miss Windsw Hep =[e]=
e nim X o Bm
et Group Palicy Ma Editor
+ I w2 : p Policy Managemen
¥ el Fle Acbon  View Help
bt Y 'E'"‘*,' + B
b Al Werkshop -
4 [} Group Pehey Coects 4 [ Peltie =~ || Patiy. Policy Settng.
T ACPLeiting I [ Sofware Settings wsieruim anrfcatinn i i e Tiwfimadd
sdapintermal.com_ ADAudERLAR GGy 4 ] 'Windzwe Sattings Mhamirrmarn st wity log sae 1823008 Kilibeytes
" sdspintemal.cam_ADAuGEPaIWSPE ¥ 1 Mame [
sdap_ADBudnPluobicy Senpti L '] LELES)
[ o ADASRPIEWSeiney 1 W Deplopid Printary B ] b . g Mot Dafimed
[ D Pl Peiigiasn. # il Seowsty Sattings % ing 5 o Do
" WD iudt Pus Parminesn BP9 b B feemem e Retsin apphcstion leg Hea Definad
Dbzt Domain Cantrofes Palicy budelord R ey Fick Dulkmed
B | ) ..‘ 2 %W e PRatain ryztemn log Bot Dafimad
y :T ::"*'n@ Ir :5:;:“‘: ko 1| Bemenrion meshodfer annkcation lna b Mefinad
[ (; rd-r i ey, b (5] Ry Retgrticn rebhed Lo adurty leg A3 aepded
= ,”:1' + T Fle Stem Petentren method for system log Tt Defieeed
" EPrefTest + [l Wired Pietwork GEEE 503
Ieps sudit b Windews Freaslwith At
* LAPS-Deavt Dilete Hesmerk List Mannges clic
T linkTasd ¥ Lgf Wirelens Netwurk QDL D02
" T # 1 Public Ky Pokces
At -~ # T Seftwire Restriction Policie;
AT F 1 Network Reeesh Pratection
Mo Gigup Py Obgaet ¥ ] dgglication Correl Policiel
P ppmies 1 ¥ B 1P Jecumy Pokcer cn Actie
[ Pref test ¥ Advanced Sudit Pokey Can
A Bontdeicte ‘ o =0 3| |[% i 3
& ! 2L It
[ SERUER, Detdelets
[ TemgiTast Thes G e 1t Fomsrsy /M e
I -t nora> 4

=@ Windows Server2012
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| 5. Troubleshooting FAQ

i To verify if the desired audit policies and security log settings are configured:
Log in to any computer that has the Group Policy Management Console (GPMC), with Domain
Admin credentials — Open GPMC — Right click on Group Policy Results — Group Policy
Results Wizard — Select the computer, user (current user) — Verify if the desired

settings are configured.

ii To verify if the desired object level auditing settings are configured:

Run through step 3.2 found in this document.

iii  To verify if the desired events are getting logged:
Log in to any computer with Domain Admin credentials — Open Run — Type eventvwr.ms
— Right click on Event Viewer — Connect to the target computer — Verify if events
corresponding to the audit policies configured are getting logged.
For example: Kerberos Authentication Service Success advanced audit policy configuration

should result in event ID 4768 getting logged.

ManageEngine)

ADAudit Plus

ManageEngine ADAudit Plus is a real-time change auditing and user behavior analytics solution that helps

keep your Active Directory, Azure AD, Windows servers, and workstations secure and compliant.
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