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Aguideon howto ingestandcorrelateevents fromvariousthird-party

solutions using OpManager's RESTAPI.
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The needfor cross-domainevent correlation

Byingesting events across differentspectrums ofyournetwork, correlating

them underasingleconsole, and automatingthefault remediation measuresto

betaken place, OpManager's RESTAPI capabilities can helpyou identifythe

root cause and remediatethem, makingyourentire incidentmanagement

lifecycleseamless.



Onceyou have configuredthisAPI, the respectiveeventswill automaticallybe

senttoOpManager.

Youcan alsoadd otherAPIs tofurthersimplifyyour incidentmanagement

lifecycle process. Clickheretoknowaboutthevarious otherRESTAPIs that

OpManagerprovides.
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TheAPI comprisesthefollowing information.

apikey= <TheAPI keytoaccess OpManager'sserver>

source= <The nameofthesource>

severity= <Severitymappingofthe alarm, ranging anywherefrom1to 5>

message= <Messageofthe alarm>

alarmCode= <The alarm codeofthe respectivealarm>

entity= <Uniquevalueforthe generatedalarm>

eventType= <Eventtypeofthe alarm, usedto identifythe groupofalerts >

OpManager'saddEventAPI - enabling seamless
cross-event correlation

With OpManager'saddEvent RESTAPI, you can ingestvarious eventssuch as

alerts,syslogstraps and event logs and correlatethem underasingleconsole.

The addEventAPI in OpManagerallowsyouto retrievethe events fromthe

respectivedatasource.All you havetodo is configurethefollowingAPI URL

fromthe respectivedatasource.

https://www.manageengine.com/network-monitoring/help/rest-api-opmanager.html
https://www.manageengine.com/network-monitoring/help/rest-api-opmanager.html
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I. ITteamdetectssubparuserexperience

II. On furtheranalysis,youdetecthigherquery

processingtimeindatabaseservers,which

increases latency

III. Higherutilization levelsofthe

serveronwhichthedatabase is hosted

IV.Issuewiththecooling units,

causingtheservertooverheat,

causing performancethrottling,a

phenomenonwherein higher

temperaturedecreasesthe CPU

and GPUspeedsandtheclock

frequency.

Usecase : Putting OpManager'sAddEventAPI into action

Considerthatyourorganization has deployed an application performance

monitoringsolutiontomonitoryourfront-endjava applicationsand

back-end MongoDBservers.The MongoDBserver infrastructureare also

being monitoredbyOpManager.

Now, considerthefollowingscenario.
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Thesolution - API implementationsteps

Getthe RESTAPI Key in OpManagerfrom Quicklinks->RESTAPIkeyand

usethe keytosetupaddEventAPI inyourAPMtool (refertopage#3 of

this documentfortheAPI template)

Assoon as thesolution detects higherqueryperformancetime, it relays

thesametoOpManagervia the configuredaddEventAPI

The relayed event is received as an alert and automaticallyassociatedto

the correspondingdatabaseserver in OpManager.

Now, using OpManager's root cause analysis feature, you can correlate

the databaseserver's queryprocessingtimes, its utilization, and

temperature.This helpsyou identifythe correlation.

You can alsoconfigurean alarm correlation rule. tocorrelatemultiple

events receivedfromtheAPI.This also helpsyou arrive at the right root

causewithoutfurtheranalysis.

The alarmCodeand eventTypeparametersfromtheAPI call are matched

totriggerthe correspondingworkflowin OpManager, automatingfault

remediation and eliminatingmanual intervention

In thescenariodescribed above, here’s howtoconfigureRESTAPI in

OpManagerforevent ingestion.Additionally,OpManageralso providesseveral

built-inAPIs forevent ingestion, correlation, and automaticfault remediation.

Learn more about RESTAPI implementation in OpManager.

https://www.manageengine.com/network-monitoring/help/root-cause-analysis.html
https://www.manageengine.com/network-monitoring/help/root-cause-analysis.html
https://www.manageengine.com/network-monitoring/help/root-cause-analysis.html
https://www.manageengine.com/network-monitoring/help/root-cause-analysis.html
https://www.manageengine.com/network-monitoring/help/root-cause-analysis.html
https://www.manageengine.com/network-monitoring/help/alarm-correlation-rule.html
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https://www.manageengine.com/network-monitoring/help/alarm-correlation-rule.html
https://www.manageengine.com/network-monitoring/help/alarm-correlation-rule.html
https://www.manageengine.com/network-monitoring/help/rest-api-opmanager.html
https://www.manageengine.com/network-monitoring/help/rest-api-opmanager.html
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Fig:APIimplementationusingPostman


